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INTRODUCTION
About the Automated Clearing House
The ACH batches that you release to the bank are processed through the Automated Clearing House
(ACH) network. The ACH is a central clearing facility, typically operated by the Federal Reserve Bank,
which receives and distributes electronic payments among banks and performs settlement functions.
When you initiate a payment to the bank, the entry is sent to the ACH operator, who then distributes it
to the receiving bank for action on the account of the receiver. On the settlement date, funds are
transferred between your account and the receiver’s account at the participating banks.
For example, if you send a payroll to the bank, it is then sent through the Automated Clearing House to
your employees’ banks. On the settlement date, the bank debits your account and their banks credit
your employees’ bank accounts.
Through our Cash Management Online portal you have desktop access to all your ACH transactions. You can
initiate, verify, reverse, and delete transactions all within the portal.
ACH is used to make a wide variety of payment types. Payment types, also called applications, include:
• Direct Deposit of Payroll
• Cash Concentration and Disbursement
• Tax Payments
• Consumer Debits and Credits

1. ACH FUNCTIONS
1.1

Adding an ACH Database
•

Go to Transactions and click on ACH.

•

At the Database List, click Add.
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•

To add your new database, complete the following:
•

Company: Select the appropriate company name.

•

Application: Select the appropriate application
(payment type) from the drop-down list.

•

Database Name: Enter a Database Name, such as
“Hourly Payroll."
Note: You cannot create two databases with identical
Database Name, Company, and Application settings.
One of the three fields must be different.

1.2

•

Select ‘next business day’ for Effective Date for NonBusiness days.

•

Click Save to save the new database and continue
with adding database entries.

Adding Entries to Databases
•

To add an entry to your database from the Database Summary screen, click Add.

•

At the Database Detail screen, add your payment information. The data entry fields for each
payment type will be different.
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1.3

o

Name, ID, payment amount, bank ID, bank account number and account type are all required
fields. The Start Date is not required. Use the Send Prenote field if you will be sending prenotes
to the receiving banks. Be sure to allow three (3) banking days before you send your next live
file per NACHA rules. The Hold option will hold an entry from your batch. Be sure to remove
the Hold when the entry needs to be included in a future batch.

o

If entering multiple payees, click Save and Add Another to repeat the steps to add another
entry. After the last entry is complete, click Save.

Editing Entries within a Database
•

To edit information that may change from payment to payment, such as amounts and effective
dates, click on the ACH Database List tab then click on the name of the database you wish to edit.

•

From the Database Summary page, you can edit information.

•

Click All to easily view all payment entries within the Database.

•

To edit the amount, enter your changes and hit the tab key twice to get to the next amount field.

•

To delete an entry, check the box on the left side and click on Delete.

•

To exclude an entry from a batch, check the Hold box on the right.

•

To edit any of the database detail, click on the name to access the detail screen. When all changes
have been made, click Save.
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o

•

1.4

Note: If you are creating a database for a large number of entries that are already formatted in
another application, you may be able to import your detail entries using the Data Import
feature.

Depending on how your ACH service is set up, database entries/changes may need to be approved
before they are active.

Auto-generate and Auto-release Functions
For any ACH transactions that you have that will be re-occurring, you have the option to setup a
frequency on your database and assign auto-generate and auto-release functions.
•

To access these settings, go to the ACH Database List, check the box next to the database name and
click on Modify Database

•

Check the “Auto-Generate Transactions” or “Auto-Release Transactions” box.

•

Click “None” next to Default Frequency. Select the desired frequency and the effective date for
your file and then select Done.

Note: A payment that is reoccurring will continue to be in effect until it is removed/turned off, there
is no end date.
Any auto-generate and release batches in Cash Management Online (CMO) require dual control for any
maintenance done within the database. When you add or change the database detail, a second user
must approve those additions or changes at least 3 days before the next file’s effective date in order for
any changes to take effect. If a pending database is not approved in time, the automatic file will not be
generated and released. In order to approve the changes, the second user must have approval
entitlement.
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•

From the ACH Database List, check the database that needs approved and click on “Modify
Database”.

•

Click on the “Approve” button.

•

A confirmation message stating “Database modified” will appear, and you will see that the database
is now active.
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2. ACH BATCHES
2.1

2.2

Creating an ACH Batch
•

From the ACH Database List, you can create batches. Select the checkbox next to the appropriate
database(s) and click on Create Batch.

•

The default for the effective date will be the next available business day. The effective date is the
date transactions will settle with the Federal Reserve. You can change the effective date as needed
up to 30 days in the future. If you have a new database for which you have not yet created
prenotes, and you do not want to create live transactions, select Prenotes Only under Transaction
Options.

•

Click OK to create the batch.

•

Click Release to release the batch.

Creating a Same Day ACH Batch
As of October 16, 2017, Cash Management Online now has Same Day ACH capabilities. Transactions
that are eligible for Same Day settlement that you originate through First National Bank are:
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1. Credits, debits and prenotes
2. Submitted prior to Same Day cutoff time of 11:30am CST
3. Transactions that are $25,000 or less
Example: a batch can contain ten $25,000 transactions and it will process as long as it is released
prior to cutoff time
Note: If you inadvertently submit Same Day eligible transactions, you will incur Same Day
transaction fees.
•
•

•
•

Go to the ACH Database List to create your batch. Select the checkbox next to the database and
click on Create Batch.
Change the effective date from the next day default to the current date.

Click OK to create the batch.
Click Release to submit to the bank for processing. The batch must be released by 11:30am CST to
go same day.

If your batch contains items that do not meet Same Day requirements, you will receive an error message
when you try to create the batch. For example, if you have any transactions in your batch that are over
$25,000, your batch cannot be created with a Same Day effective date.
In addition, if you try to create a Same Day batch after the cutoff time, you will receive an error
message. If you get an error message when trying to create or release a Same Day batch, you will need
to create a new batch and correct the issues with your file.
2.3

Creating Batch Reports
ACH Batch Reports show the detail of your ACH batches and can be printed or exported. Batch reports
are available online for 30 days.
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•

From the ACH Batch List, select the checkbox next to one or more batches and click on Batch Report.

•

Select whether you want to sort by ID or by Name and if
you want the information on the batches in ascending
(default) or descending order. You can select Display to
view/print the report on a following page or Export to
export a file from this page. If you choose to Export,
you will have the option of creating a comma-separated
or tab-separated file.

Sample Batch Report:

2.4

Releasing ACH Batches
After confirming your batch total, your batch can be released to the bank for processing. A second user
must log in to release the batch. When a batch is released between the hours of 8am-7pm CST, it is
received by the bank within a half hour or less.
Select the checkbox next to the batch(es) you want to release, and then click Release.
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2.5

•

A confirmation appears at the top of the Batch List page stating that the batch has been released.
The batch status will change from Entered to Released.

•

Note: A warning message may display after selecting Release if the effective date is more than 4
business days in the future. This is just a warning to verify that the effective date entered is correct.
If your effective date is correct, you can disregard the message and continue with releasing the
batch.

•

When the bank receives your file, your batch status will change from Released to Submitted. The
Date and Time columns update will as the batch status changes. You will also receive an email
notification from the ACH department confirming receipt of your batch.

Unreleasing Batches
If you have released a batch and want to cancel the process to make the batch unavailable for bank
processing, you can unrelease the batch. This can only be done if the status is “Released."
•

From the ACH Batch List, select the check box next to the batch and click Unrelease.
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•

2.6

A confirmation appears at the top of the Batch List page stating that the batch has been
unreleased. The status for the batch changes back to Entered and the Date and Time field is
updated.

Creating Reversals
If you need to reverse a batch that has already been submitted to the bank for processing, you can
create a reversal batch. To create a reversal batch the following requirements must be met:

•

o

The original batch must have a status of “Submitted.”

o

You must have access to the Reversals application and the Create Batch function. Contact
Corporate Treasury Services before attempting this process.

o

The original transaction being reversed may not be more than 5 days in the past. Check with
Corporate Treasury Services for any additional rules applied to reversal batches.

From the ACH Batch List, select the check box next to the batch you wish to reverse and click
Reverse.
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•

At the Create Batch Reversal screen, confirm your effective date and click OK.

•

The reversal batch will show on the Batch List page with a status of Entered and will need to be
released by a second user.

If you need to reverse one item within a batch, you will need to create a reversal batch for that item.
•

From the ACH Database List, click on Add to create a new database. Select your company and
choose the application named Reversals. Create a name for your database and then click on Save.

•

From the Database Summary screen click Add to enter your reversal information. The information
must be entered exactly the way it appears on your original Batch Report. Click Save when done.
o

The Transaction Type should be the opposite of the original file.
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•

o

The Company Name and Company ID Number should be taken directly from the Batch Report.
The Company ID number is the ACH ID on your Batch Report.

o

The Standard Entry Class code will be PPD for reversals to personal accounts (i.e.: Jane Doe) or
CCD for reversals to business accounts (i.e.: Jane’s Coffee Company).

o

The Discretionary Data field should be left blank. After all the information has been entered,
click Save.

From the Database List, check the box next to your reversal database and click on Create Batch.
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•

Enter the effective date of your batch and click on OK. After the batch has been created, compare
your reversal batch with your original batch to verify the information. After the information has
been confirmed, release the batch.

3. USING ACH VALIDATOR
3.1

Uploading Files
You must first generate a NACHA file from your accounting package to import a NACHA file. An example
can be found in the Appendix- Common Import File Types.
• Click on the ACH Validator tab from the ACH menu to access file upload.

•

The Validator page appears. Click the Browse button to locate the NACHA file on your hard drive or
network. Once the file is selected, click OK.
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3.2

•

After selecting “OK”, the following message displays:

•

Click Refresh on the browser toolbar to view the results of the Validator upload. If the Validation
was successful, go to the ACH Batch List tab to perform actions on the batch you uploaded.

Release Validator Batch
Once you have successfully validated your file, go to the ACH Batch List page.
•

Select the file and Release the batch for processing.
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3.3

Other Validator Messages
•

When the Validation message is something other than successful, check the error message to
understand why exceptions occurred. The error will tell you why it failed or give you a link to click
on for detail on what is invalid within the file.
o

Note: For more information on the messages, click on the help button on the ACH Validator
page.

4. ACH ALERTS AND EMAIL NOTIFICATIONS
You can use custom alerts to generate an email that tells you when there is an ACH batch that needs to be
released. The two ACH alerts that are available are the Intraday Alert which is scheduled to generate several
times a day and the Summary Alert which generates one email towards the end of the day. The Intraday Alert
will generate at 10 am, 12 pm, and 2 pm CST and will report on any new batches that have a status of Entered
since the last alert was sent. The Summary Alert will report on any batches that have a status of Entered as of 4
pm CST.
•

To setup a custom alert, go to Transactions and click on Cash Management Setup. Under User
Preferences, click on Add an Alert. Choose an Alert Type from the drop-down box.
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•

Create a name for your alert and click on Save Alert Info. Then enter the email address(es) that you
would like setup for the Alert.

Our ACH processing department will set you up for different email notifications to assist with managing your
ACH files. The emails that you will receive will confirm that an ACH file has been received and is being
processed, let you know if there is an error with your ACH file and let you know if an ACH item you originated
has been returned.
The ACH File received email is generated after each scoop time (Monday through Friday every half hour from
8:00 am to 7:00 pm CST). This email will reflect any same day and next day processing totals. If you do not
receive your email, the most common reason is that the file was not released. Check your ACH Batch List and
look at the Batch Status to verify. If the Batch Status is Submitted and you have not received an email within an
hour of releasing your batch, contact the bank immediately for assistance.
Sample file received email notification:
From:
FNO ACH Department
To:
****
Cc:
****
Subject:
ACH File Received
Date: 11/30/2015
Time: 10:03
Company Name: CB ABC CO
File Total Debits:
$.00
File Total Credits: $2140.92
Effective Date: 12/01/15 Count:

5

If there is an error in processing your ACH file, you will receive a second email notification. All error email
notifications are also copied to the Corporate Treasury Services department so that we can assist you in getting
the error corrected if needed.
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Sample error in processing email notification:
From:
FNO ACH Department
To:
****
Cc:
****
Subject:
Error in Processing ACH File
Date: 11/24/15
Time: 08:42
Company Name: ABC COMPANY
Amount: $74846.34
When you send an ACH file, there is a chance you will receive a returned item. We will notify you via email
when there is a return report for you to view online. The report will tell you what was returned and the R & C
(Return & Change) Codes will tell you the reason why. Please remember that you will need to correct this item
before you process the next file.
Sample email notification:
From:
FNO ACH Department
To:
****
Cc:
****
Subject:
ACH Returns Report Available for Viewing in Online Banking for Company: ABC CO Account:
1234
An ACH Returns Report has been created. To view your report, please access the Special Reports section in
Online Banking.
Date: 11/27/15
Time: 15:44
To view your ACH return report, go to the Accounts tab and click on Reporting. Under Special Reports you will
see a report titled ACH Return Statements with an account number drop down box and a date drop down box.
Select the account and date of the report you wish to view, and then click on the report number. The reports
are created daily and if you have no returns for the day the report will say so. Reports are available after 3:00
pm mountain standard time each day and the reports are available online for 62 days. You will only receive the
email notification on days that you have returns.
Sample return report:
A C H
R E T U R N S
09/15/2015 15:58
COMPANY NAME: ABC INC
COMPANY ID: 1234567890
EFF DATE: 09/08/2009
TC
ABA NUMBER
ACCT NUMBER
AMOUNT
CUSTOMER ID CUSTOMER NAME
12

107000262

1234567890

13.80

005125

A+ AUTOMOTIVE

R01 INSUFFICIENT FUNDS
***********************************************************************
G R A N D
T O T A L S
ACCOUNT: 123432
COUNT
AMOUNT
CREDITS
$0.00
DEBITS
1
$13.80
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Common return reason codes:
•
•
•
•
•
•
•
•
•
•
•

R01 - Insufficient Funds: The available and/or cash reserve balance is not sufficient to cover the dollar
value of the debit entry.
R02 - Account Closed: A previously active account has been closed by action of the customer or the
Receiving Depository Financial Institution (RDFI).
R03 - No Account/Unable to Locate Account: The account number structure is valid and it passes the
check digit validation, but the account number does not correspond to the individual identified in the
entry, or the account number designated is not an open account.
R04 - Invalid Account Number: The account number structure is not valid. The entry may fail the check
digit validation or may contain an incorrect number of digits.
R05 - Unauthorized Debit to Consumer Account Using Corporate SEC Code (adjustment entries): A CCD,
CTX, or CBR debit entry was transmitted to a consumer account of the receiver and was not authorized
by the receiver. The receiver may request immediate credit from the RDFI for an unauthorized debit.
R06 - Returned per Originating Depository Financial Institution's (ODFI) Request: The ODFI has requested
that the RDFI return the ACH entry. If the RDFI agrees to return the entry, the ODFI must indemnify the
RDFI according to Article 6 of these rules.
R07 - Authorization Revoked by Customer (adjustment entries): The RDFI’s customer (the receiver) has
revoked the authorization previously provided to the Originator for this particular transaction.
R08 - Payment Stopped: The receiver of a debit transaction has the right to stop payment on any specific
ACH debit (in accordance with Article 8 of these rules).
R09 - Uncollected Funds: Sufficient book or ledger balance exists to satisfy the dollar value of the
transaction, but the dollar value of transactions in the process of collection (i.e., uncollected checks)
brings the available and/or cash reserve balance below the dollar value of the debit entry.
R10 - Customer Advises Not Authorized, Notice Not Provided, Improper Source Document, or Amount of
Entry Not Accurately Obtained from Source Document (adjustment entries).
R11 - Check Truncation Entry Return (Specify): To be used when returning a check truncation entry. This
reason for return should be used only if no other return reason code is applicable.

Common change codes:
• C01 - Incorrect Depository Financial Institution (DFI) Account Number
• C02 - Incorrect Routing Number
• C03 - Incorrect Routing Number and Incorrect DFI Account Number
• C04 - Incorrect Individual Name/Receiving Company Name
• C05 - Incorrect Transaction Code
Common Standard Entry Class (SEC) codes:
• CBR - Corporate Cross-Border Payment
• CCD - Corporate Credit or Debit
• CTX - Corporate Trade Exchange
• PPD - Prearranged Payment and Deposit Entry

5. ACH DATA IMPORT FUNCTIONS
The import function can be used for a one-time file import to create a database in the ACH module. Before you
import, you must first create an Import Format that matches the layout of the file you created with your
accounting package. For example, to import a file containing payroll data to a Cash Management Online ACH
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database, you create an import format based on the requirements of the payroll application and the layout of
your file. When you are ready to import, you will select the import format and import your file.
Note: You must have access to the import functionality to set up import formats and import files.
5.1

Create an Import Format
•

Click on Manage ACH Import Files within the ACH module.

•

On the Setup page under the Format & Templates section, click on Create ACH import formats.

•

The Manage ACH Import Formats page appears. Click Add to add a new ACH import format.
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•

The ACH Import Formats List: Add Format page displays. Enter the following information:
Import Format Name: Enter a unique template name for the format.
o

Import Format Description:
Enter a short description to
help identify the import format.

o

Application: Select the
application associated with the
import format.
Note: Application determines
the fields that are used in the
format. Different payment
applications use different fields.

•

5.2

o

Import File Type. Select the
format of the file you will
generate from your accounting
software.

o

Click Save.

The Format Definition page appears
and displays required fields
according to your Import File Type
selection. Complete the Format
Characteristics and Field Properties
for the file that you are importing.
Click on Save.

Import a File to an ACH Database
In order to import a file using an Import Format, you must have a database already built to import into.
Follow the steps in 3.1 to create a database if needed.
•

Go to Transactions and click on ACH. At
the Database List select the database
you wish to import data to and click
Import.

©2022 First National Bank of Omaha, all rights reserved
The information contained in this document is CONFIDENTIAL to the business and operations of First National Bank of Omaha, and shall not be

22

•

From the Database Import page:
o

Import Format: Select the appropriate import format from the dropdown list.

o

Local File to Import: Specify the file you want to import on your hard drive or network in the by
clicking the Browse button and locate the file.

o

Click OK.

o

When import is complete, the Database List page displays a confirmation message. Now that
your import is complete, you can do any future maintenance to this database in the ACH
module. Refer to section 2.3 on page 6 for steps on database maintenance.
•

5.3

Note: You may need to click Refresh on your browser toolbar to view the results of your
data import.

View Import Report
•

From the ACH Database List click the confirmation message or select the checkbox next to the
database you imported and click Import Report.
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•

A new window will open with the import report results.
o

5.4

Note: The status can be “Imported,” “Needs Repair,” or “Not Imported.” A status of “Needs
Repair” means that data did not import into one or more fields in particular entries.

Fixing “Needs Repair” Items
If your ACH Database import report indicates a status of “Needs Repair” you can fix payments from the
ACH Database List tab by clicking on the database name hyperlink.
•

The Database Summary page displays. Click the Name hyperlink associated with a “Needs Repair”
status underneath the Name column.
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•

A Database Detail page displays. Use the import report to determine which fields need correction
and enter your corrections in the data entry fields. If all fields are in “Needs Repair” status you may
have incorrectly setup your format or imported an incorrect file. Check before continuing.

•

Click Save.

•

When an exception has been corrected for an entry, its status changes to “Entered.”

•

Note: Sometimes it may be easier to delete the database that had the import errors, create a new
database, correct your import file, or import format, and then do a new import into the new
database.
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APPENDIX
I.

HIGHLIGHTS OF ORIGINATOR RESPONSIBILITIES UNDER NACHA RULES

Rights and Obligations of Companies
1. Prior to initiation of the entry by an Originator to the Receiver’s account with a Receiving Depository
Financial Institution (RDFI), the Originator will obtain an authorization in writing signed by the
Receiver and agrees to be bound by the Payments Nation/NACHA rules and all other applicable laws
and regulations.
2. Prior to initiation of the first entry, the Originator may deliver a zero-dollar prenotification through
the Originating Depository Financial Institution (ODFI) to the appropriate RDFI. The prenotification
provides notice to the RDFI that the Originator intends to initiate entries to the Receiver’s account
and will check proper account setup before live transactions are sent. The Originator may initiate
entries to a Receiver’s account no sooner than three (3) banking days following the settlement date
of the prenotification provided that no return entry has been received.
3. The Originator has no right to reverse, adjust, or stop payment of a posting of an entry after it
reaches the Automated Clearing House (ACH) after the 5th banking day. If within 5 banking days,
Originator must notify the Receiver of the reversing entry and the reason for the reversing entry no
later than the Settlement Date of the reversing entry. Originator shall hold bank harmless if
reversing entry is disputed.
4. If, through a mistake, an Originator originating ACH transactions initiate a duplicate file or
erroneous file, a reversal file may be issued within 24 hours of discovery of the error up to five days
after settlement date. Each ODFI initiating a reversal shall indemnify every participating DFI against
all claims, demands, loss, liability, or expense, including attorney’s fees and costs, resulting directly
or indirectly from the debiting or crediting of any entry contained in such file to a customer’s
account. Originator must also notify Receivers when reversing entries will be originated no later
than the settlement date of the reversing entry including an explanation for the reversal.
5. For all entries except RCK entries, an entry that has been returned may not be reinitiated unless (1)
(a) the entry has been returned for insufficient or uncollected funds; (b) the entry has been returned
for stopped payment and reinitiation has been authorized by the Receiver; or (c) the originating
depository financial institution (ODFI) has taken corrective action to remedy the reason for the
return, and (2) the entry is reinitiated within 180 days after the settlement date of the original entry.
An entry that has been returned for insufficient or uncollected funds may be reinitiated no more
than two times following the return of the original entry.
6. The originator must make changes specified in any notice of change that is received within six
banking days of receipt of the notice of change information or prior to initiating another entry to the
receiver’s account, whichever is later.
7. Originator must notify customers ten days prior to any amount change unless pre-described variable
limits were authorized.
8. Originator must notify customers seven days prior to change of scheduled effective posting date,
except those caused by non-business days or Federal Reserve processing holidays.
9. An Originator must retain the original signed authorization or a microfilm copy for two years after
the authorization has been terminated for any reason. If Originator utilizes an electronic medium to
obtain consumer’s authorization, company must also be able to provide evidence of the consumer’s
identity and assent.
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REMINDER OF NOTICE WITH RESPECT TO ACH CREDIT TRANSACTIONS AND UCC ARTICLE 4A
Credit given by us with respect to an Automated Clearing House (ACH) credit entry is provisional until we receive
final settlement for such entry through a Federal Reserve Bank. If we do not receive such final settlement, you
are hereby notified and agree that we are entitled to a refund of the amount credited to you in connection with
such entry, and the party making payment via such entry (i.e., the originator of the entry) shall not be deemed
to have paid the amount of such entry. Under the operating rules of the National Automated Clearing House
Association, which are applicable to ACH Transactions involving your account, we are not required to give next
day notice of receipt of an ACH item and we will not do so. However, we will notify you of the receipt of
payments in the periodic statements we provide to you. We may accept on your behalf payments to your
account which have been transmitted through one (1) or more Automated Clearing Houses and which are not
subject to the Electronic Fund Transfer Act and your rights and obligations with respect to such payments shall
be construed in accordance with and governed by the laws of the State of New York, unless it has been
otherwise specified in a separate agreement that the law of some other state shall govern. In all matters
between you and us, Nebraska law shall govern.
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II.

ACH QUICK GUIDE
ACH OVERVIEW

How does ACH work?

The ACH Network acts as an electronic batch processing system. This means, rather than a financial institution sending
each payment separately, they accumulate the transactions and sort them by destination for transmission during a
predetermined time period or window. The ACH Network is used by individuals, businesses, financial institutions and
government organizations to debit or credit a checking account, savings account, financial institution general ledger
account or loan account.
Who are the ACH Participants?

Originator – is an entity that initiates ACH entries into the ACH Network according to an arrangement with a Receiver.
The Originator is usually directing a transfer of funds to (credit) or from (debit) a consumer’s or another company’s
account.
Receiver – is either an individual or a company that has authorized the Originator to initiate a credit or debit to their
account.
Originating Depository Financial Institution (ODFI) – is the financial institution that receives payment instructions from
Originators and forwards them to the ACH Operator or into the ACH Network on behalf of the Originator.
Receiving Depository Financial Institution (RDFI) – is the financial institution that receives ACH entries from the ACH
Operator and posts them to the accounts of depositors.
ACH Operator – is the central clearing facility that receives entries from ODFIs, distributes the entries to the
appropriate RDFIs, and performs settlement functions for financial institutions.
Third-Party Service Providers (TPSP) – is an entity other than the Originator, ODFI, or RDFI that performs any functions
on behalf of the Originator, ODFI, or RDFI with respect to the processing of ACH entries. A payroll processor is a
common example of a TPSP.
Third-Party Sender (TPS) – is an entity that has a contractual relationship with an ODFI to act on behalf of the
Originator when there is no agreement between the ODFI and Originator for ACH origination services.
National Automated Clearing House Association (NACHA) - is the rulemaking body governing the ACH network and it
is required that all participants of the ACH network comply with these Rules.
ACH Rules and Regulations

Each customer sending ACH entries through First National Bank of Omaha must comply with the NACHA Operating
Rules and Guidelines (Rules) as required by the Rules and the Terms of your service agreement. In addition to the
Rules, each customer should be aware of the rules and regulations that govern the transmission of ACH entries,
including but not limited to Office of Foreign Asset Control (OFAC), Regulation E and Electronic Fund Transfer ACH
(EFTA), State Law, Title 31 Code of Federal regulation Part 210 (31 CFR Part 210), Uniform Commercial Code Article 4A
(UCC 4A), and the USA Patriot Act.
This Quick Guide provides brief highlights of Originator responsibilities. It is not intended to be a replacement or
substitute for the Rules which are subject to change from time to time. To ensure compliance with the rules and
regulations we advise you to obtain a complete copy of the Rules which can be purchased as www.nacha.org or you
may also access the Rules at www.achrulesonline.org.
Data Security

WHAT YOU NEED TO KNOW AS AN ORIGINATOR

The Rules require ACH participants to protect the security and integrity of certain ACH data throughout the processing
lifecycle. In addition, the Rules impose specific data security requirements for all ACH transactions that involve the
exchange or transmission of banking information. This includes a minimum of 128-bit RC4 encryption and anything less
is considered an Unsecured Electronic network. Ensure you and your computer are protected and safeguarded as
outlined in the Rules, your agreement, and also in the First National Bank Information Security Center at
www.firstnational.com/site/security-center/index.fhtml
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Company Name Identification

The Originator is required under the Rules to ensure there is clear identification of the source of the ACH transaction.
Specifically, the Rules require the Originator to populate the Company Name Field with the name by which it is known
to and readily recognized by the Receiver of the entry. As this company name appears on the account holder’s
statement, it should be easily recognized by the account holder/receiver of the debit/credit.
Minimum Authorization Requirements/Proper Use of Standard Entry Class (SEC) Code

The authorization requirements specified within the Rules address minimum requirements needed for authorization of
various types of ACH transactions. The Originator must obtain proper authorizations, dependent upon the transaction
type (See the SEC and Transaction tables within the Table Appendix). Be sure to send entries on the proper date and
check payees against OFAC compliance checklists.
Authorization Retention

The signed or similarly authenticated authorization must be retained by the Originator (Corporate Client) for a period
of two (2) years following the termination or revocation of the authorization. In the case of a paper authorization that
has been signed by the consumer, the Originator must retain either the original or a copy of the signed authorization.
This authorization may be obtained in an electronic format that (i) accurately reflects the information in the record,
and (ii) is capable of being accurately reproduced for later reference, whether by transmission, printed or otherwise.
Authorizations must have clear terms including that the Receiver can revoke the authorization at any time.
Authorization Requirements for Consumer Entries

For consumer entries (those entries hitting a consumer account and not a corporate account), Originators (Corporate
Client) should ensure that the authorization is clear and readily understandable by the account holder/receiver. The
authorization should include account number and routing number which should be clearly stated (i.e. a copy of the
account holder’s check stapled to authorization ensures the numbers are clearly obtained), the consumer must date
and either sign or similarly authenticate (must prove that you had the account holder’s authorization to debit the
account), should include what type of account it is debiting and/or crediting (demand deposit account, savings
account), company identification is easily understandable, and the Originator (corporate client) must obtain
authorization for both consumer credit and debit entries.
Authorization Requirements for Corporate Entries

As with consumer entries, the business Receiver (Corporate Client) must authorize all ACH credits and debits to its
account. The Receiver of entries to a corporate client account must enter into an agreement with the Receiver to which
the Receiver has agreed to be bound by the Rules. This agreement for credits and/or debits to the corporate client
account should be clear to the corporate client as to what the credit/debit represents.
Notice of Change in Amount/Change in Debiting Date for Recurring Debits

For recurring debits, when the debit amount varies, the Rules require the Originator (Corporate Client) to notify the
account holder/receiver within ten (10) calendar days before the scheduled transfer date. If an Originator (Corporate
Client) changes the transfer date in which it debits the account holder/receiver, it must notify the account
holder/receiver in writing of the new transfer date at least seven (7) calendar days before the first entry affected by the
change is scheduled to be debited to the Receiver’s account.
Prenotifications
Prenotifications are zero-dollar entries generated to validate the account held at the receiving financial institution.
Originators (Corporate Client) may originate a prenote before initiating debit or credit entries; however this is not
required under the Rules. If the Originator (Corporate Client) initiates a prenotification, it must wait until the third (3rd)
day after the settlement date of the prenote if there has been no Return or Notice of Change related to the original
entry. If a Return or Notice of Change is received, the Originator must change the entry based on the correction. Note:
The Receiving bank is not required to validate the name of the payee on the prenote, although many do; they are only
required to validate the account number.
Notifications of Change Requirements

Notifications of Change (NOC) are zero-dollar entries sent by the RDFI to the ODFI to alert the Originator that a change
to its transaction should be made (see common NOC codes in the Table Appendix). The ODFI must accept and make
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available to the Originator any NOC within two (2) banking days of the NOC’s settlement date. Under the Rules, the
corporate client is required to change its information (the information requested to be changed by the receiving
financial institution) within six (6) banking days of receipt of the NOC or prior to the next time the transaction is
generated, whichever is later.
Returns

The ODFI must accept returns that comply with rules and that are transmitted within the timeframe established.
Timeframes will vary by return type. A return will occur when the RDFI is not able to post a transaction (see common
Return Codes in the Table Appendix). Under the Rules, a returned entry may not be reinitiated unless (i) the entry has
been returned for insufficient or uncollected funds; (ii) the entry has been returned for stopped payment and
reinitiation has been authorized by the Account Holder, or (iii) the ODFI has taken corrective action to remedy the
reason for the return. As a corporate client, any returns received should be resolved immediately and no reinitiation of
the same entry should be transmitted unless one of the three (3) reasons above has occurred.
Reversals

Originators can initiate the reversal of a file that has all inaccurate entries or initiate the reversal of specific entries
within a file that are inaccurate. The reversal file must be transmitted within five (5) banking days after the settlement
date for the entries within the incorrect file. Originator must make a reasonable attempt to notify the Receiver of the
reversed entry and the reason for the reversal no later than the settlement date of the reversal entry. The receiving
bank is under no obligation to post the reversing debit if it overdraws the payee’s account or if the payee’s account is
closed.
Return Rate Levels

Administrative Return Rate - The percentage of returns received by an Originator for administrative or an account data
reason is set at three percent (3%). Administrative reasons include return codes R02 Account Closed, R03 No Account
and R04 Invalid Account. Originators with a return rate at three percent (3%) or higher will be considered for a review
of their origination activity. NACHA and the review panel will use the review process to determine if a reduction in the
return rate for an Originator is required.
Overall Return Rate - There is an overall return rate of fifteen percent (15%) for all debit entries that are returned for
any reason. If an Originator’s overall return rate is above this level, the Originator may be required to take action to
reduce their return rate.
Unauthorized Return Rate - A reduction in the current rate went into effect in 2015 from 1% to 0.5%. If an Originator’s
unauthorized return rate is above this level, the Originator may be required to take action to reduce their return rate.

Table Appendix
SEC Codes
Standard Entry Class Codes are used to designate the type of ACH item. Some of the common codes are listed
below.
SEC Code

Description

Authorization requirement

CCD – Corporate Credit or Debit

Debit or credit entry used for business to
business (B2B) payments.
B2B payments that allows the Originator to
send remittance information.
International payment transmitted via the
ACH Network.

Agreement

CTX – Corporate Trade Exchange
IAT – International ACH Transaction
PPD – Prearranged Payment and
Deposit
RCK – Re-Presented Check

Credit or debit entry from an organization to
a consumer’s account.
Debits that re-present a paper item
electronically after the paper item has been

Agreement
Consumer credit: verbal;
Consumer debit: written;
Corporate: agreement
Credit: verbal; Debit: Written
Posted Notice
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TEL – Telephone Initiated
WEB – Internet Initiated/Mobile

returned insufficient/uncollected
Consumer debits that the Originator obtains
authorization for over the phone.
Debit or credit entries transmitted to a
consumer account.

Similarly authenticated**
Similarly authenticated**

**Similarly authenticated standard permits signed, written authorizations to be provided electronically. To satisfy the requirements of Regulation E and
the NACHA Operating Rules, the authentication method chosen must evidence both the consumer’s identity and his assent to the authorization.

Transaction Codes and Service Class Codes

ACH transactions can be transmitted to many different account types. Transaction Codes will determine the account
type and transaction type. If you are creating a NACHA formatted file, the Service Class Code will determine what
type of transactions will be included in your file.
Checking accounts

22 – credit dollars
23 – credit prenotification
27 – debit dollars
28 – debit prenotification

Savings accounts

Service Class Codes

32 – credit dollars
33 – credit prenotification
37 – debit dollars
38 – debit prenotification

200 – Credits and debits
220 – Credits only
225 – Debits only

Notice of Change Codes
COMMON NOC CODES
Action required

Change Code

Description

C02

Routing number – a once valid routing number
should be corrected
Routing number and account number – both
are incorrect
Account name – customer has changed the
name on the account or the Originator has
submitted an entry with the wrong name
Transaction code – an incorrect tran code is
causing the item to be directed to the wrong
type of account

C01

C03
C04
C05

Account number – account number is incorrect

Correct the Receiver’s account number to reflect
the correct information
Correct the Receiver’s routing number to reflect
the correct information
Correct the Receiver’s banking information to
reflect the correct information
Correct the Receiver’s name so the information is
correct
Change the transaction code used

Returns
Return Code
R01
R02
R03

Reason for return

COMMON RETURN CODES
Time Frame

Insufficient funds – the available balance is
not sufficient to cover the amount of the
entry
Account closed – a previously active account
has been closed

2 banking
days

No account/Unable to locate (UTL) – account
number structure is valid but does not match
the individual listed, or the account number is
not an existing account

2 banking
days

2 banking
days

Action required

Stop initiation of entries. Collect
updated authorization for another
account.
Stop initiation of entries. Collect
corrected authorization for account.
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R04

Invalid account – account number structure is
invalid
Unauthorized debit to consumer account
using a corporate SEC code – CCD or CTX
debit entry posted to a consumer account
and was not authorized by the receiver
Returned per ODFI – ODFI has requested a
return due to an erroneous entry or a credit
entry was initiated without authorization of
the Originator
Authorization revoked – the Receiver revoked
the authorization previously provided

2 banking
days
60 calendar
days

R08

Payment stopped – the Receiver has put a
stop payment on the debit entry

2 banking
days

R09

Uncollected funds – a sufficient ledger
balance exists to cover the transaction but
the available balance is not sufficient to cover
Account frozen or returned per OFAC– access
to the account is restricted or OFAC has
required the entry be returned
Non-transaction account – entry has been
sent to a non-transaction account
Credit entry refused – a credit that is refused
by the Receiver

2 banking
days

R24

Duplicate entry – the RDFI has received a
duplicate entry

2 banking
days

R29

Corporate Customer Advises not Authorizedthis applies to unauthorized, ineligible or
improper debit entries

2 banking
days

R05

R06

R07

R16
R20
R23

Not defined,
determined
by ODFI and
RDFI
60 calendar
days

Stop initiation of entries. Collect
corrected authorization for account.
Stop initiation of entries.

Stop initiation of entries. Collect new
authorization before initiating
further entries.
Contact Receiver to determine the
reason for the stop and obtain
authorization before reinitiating
entries.

2 banking
days

Stop initiation of entries.

2 banking
days
2 banking
days

Stop initiation of entries.
Stop initiation of entries. Collect
updated authorization before
reinitiating entries.
The duplicate entry should be
accepted and if the entry has already
been reversed, the Originator should
contact the RDFI to resolve.
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III.

ACH TERMS AND FEATURES

The definitions below describe features and terms for ACH Transactions.
•
•
•
•

Database: A feature within the ACH module used to store information for the transactions you make on
a regular basis. You can setup a database for each payment type (i.e.: payroll, vendor payments). Each
database contains one entry for each transaction.
Batches: Groups of transactions with assigned effective dates.
Effective date: The settlement date for transactions. This is the date when funds are transferred
between accounts within the Automated Clearing House. You assign an effective date when you create
a batch.
Prenotes (pre-notifications): Test transactions containing zero dollar amounts that you prepare and
process like regular transactions. You use prenotes to verify that database entries are setup properly
prior to sending a live transaction. If there is a mistake, such as an incorrect account number, NACHA
procedures require the bank receiving the transaction to inform you about the incorrect information.
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•
•
•

IV.

Thus, the bank can instruct you to correct the mistake before releasing a transaction that contains
funds. You may begin initiating transactions no sooner than six banking days following the settlement
date of the prenote.
ABA or Routing/Transit number: A nine-digit number used in the ACH system to identify a financial
institution. When you setup a database entry, you must specify an ABA to determine the destination of
a transfer.
ACH applications: Collections of data entry fields that define each type of payment. ACH applications
(i.e.: payroll, vendor payments) function like templates. When you choose a database, the application
will provide the necessary data fields for the transaction details.
National Automated Clearing House Association (NACHA): The organization that sets rules for
processing transactions through the ACH network.

COMMON IMPORT FILE TYPES
a. Comma Separated File (also known as comma delimited file) – these files separate each field in a
record with a comma. For example, an Employee Name would be separated from the Account
Number with a comma. As in (John Doe, 12344444).
b. Fixed width – each field in the record is defined by a set number of characters and spaces. For
example, the Employee ID may be limited to 5 characters. If the ID is longer than 5 characters, an
error will occur as it intrudes on the next field's space. If the ID is shorter than 5 characters, the
remaining spaces must be filled with blank spaces.
c. NACHA – a text file that is formatted per NACHA rules. Please contact your Corporate Treasury
Services representative for a NACHA file layout specifications.

If you have any questions regarding ACH, please contact your Corporate Treasury Services Support team.
Thank you for choosing First National Bank!
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